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ABSTRACT

This paper considers the problem of Byzantine fault-tolerance in
distributed multi-agent optimization. In this problem, each agent
has a local cost function. The goal of a distributed optimization
algorithm is to allow the agents to collectively compute a minimum
of their aggregate cost function.We consider the casewhen a certain
number of agents may be Byzantine faulty. Such faulty agents may
not follow a prescribed algorithm, and they may send arbitrary or
incorrect information regarding their local cost functions. Unless
a fault-tolerance mechanism is employed, traditional distributed
optimization algorithms cannot tolerate such faulty agents.

A reasonable goal in presence of faulty agents is to minimize
the aggregate cost of the non-faulty agents. However, we show
that this goal is impossible to achieve unless the cost functions of
the non-faulty agents have a minimal redundancy property. We
further propose a distributed optimization algorithm that allows
the non-faulty agents to obtain a minimum of their aggregate cost
if the minimal redundancy property holds. The scope of our algo-
rithm is demonstrated through distributed sensing and learning
applications, which are special cases of distributed optimization.
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1 INTRODUCTION

The problem of distributed optimization in multi-agent systems
has gained significant attention in recent years [6, 13, 21]. In this
problem, each agent has a local cost function and, when the agents
are fault-free, the goal is to design algorithms that allow the agents
to collectively minimize the aggregate of their cost functions. To
be precise, suppose that there are n agents in the system and let
Qi (w) denote the local cost function of agent i , where w is a d-
dimensional vector of real numbers, i.e., w ∈ Rd . A traditional
distributed optimization algorithm outputs a global minimumw∗
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such that

w∗ ∈ argmin
w

n∑
i=1

Qi (w). (1)

As a simple example, Qi (w) may denote the cost for an agent i
(which may be a robot or a person) to travel to location w from
their current location, andw∗ is a location that minimizes the total
cost of meeting for all the agents. Such multi-agent optimization
is of interest in many practical applications, including distributed
machine learning [6], swarm robotics [26], and distributed sens-
ing [25]. Most of the prior work, however, assumes the agents to
be fault-free, i.e., they cooperate and follow a prescribed algorithm.
We consider a scenario wherein some of the agents may be faulty.

Su and Vaidya [30] introduced the problem of distributed opti-
mization in the presence of Byzantine faulty agents. The Byzantine
faulty agents may behave arbitrarily [19]. In particular, the faulty
agents may send incorrect and inconsistent information in order
to bias the output of a distributed optimization algorithm. For ex-
ample, consider an application of multi-agent optimization in the
case of distributed sensing where the agents (or sensors) observe a
common object in order to collectively identify the object. However,
the faulty agents may send arbitrary observations concocted to
prevent the non-faulty agents from making the correct identifica-
tion [10, 12, 23, 31]. Similarly, in the case of distributed learning,
which is another application of distributed optimization, the faulty
agents may send incorrect information based onmislabelled or arbi-
trary concocted data points to prevent the non-faulty agents from
learning a good classifier [1, 2, 4, 8, 9, 11, 15, 34].

We consider the distributed optimization problem in the presence
of up to f Byzantine faulty agents. The ideal fault-tolerance goal
in this case is to design a distributed optimization algorithm that
allows all the non-faulty agents to compute a minimum of the
aggregate cost of just the non-faulty agents [30]. To be precise, in
a given execution, suppose that set B with |B| ≤ f denotes the
set of Byzantine faulty agents, where notation |·| denotes the set
cardinality, andH = {1, . . . , n} \ B denotes the set of non-faulty
(i.e., honest) agents. Then, a distributed optimization algorithm
achieves ideal fault-tolerance if it outputs a pointw∗

H
such that

w∗
H

∈ argmin
w

∑
i ∈H

Qi (w). (2)

Since the non-faulty agents do not necessarily know the identity of
the faulty agents, in general, the above ideal objective is unachiev-
able [30]. In this paper, we precisely identify the condition under
which the achievability of ideal fault-tolerance is guaranteed. In
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particular, we show that the 2f -redundancy condition below is
necessary and sufficient for achieving the ideal fault-tolerance goal
of computingw∗

H
that satisfies (2). Recall that there are n agents in

the system, of which at most f may be Byzantine faulty.

Definition 1. [2f -redundancy] For a given set of non-faulty
agents H , their non-faulty cost functions are said to satisfy 2f -
redundancy if for every subset S ⊆ H of size at least n − 2f ,

argmin
w

∑
i ∈S

Qi (w) = argmin
w

∑
i ∈H

Qi (w).

The 2f -redundancy property implies that a minimum of the
aggregate of any n − 2f non-faulty cost functions is also a min-
imum of the aggregate of all the non-faulty cost functions, and
vice-versa. In addition to showing the necessity of 2f -redundancy,
we present a distributed optimization algorithm that achieves ideal
fault-tolerance if the non-faulty cost functions satisfy 2f -redundancy,
and the fraction of the faulty agents is bounded by a threshold
dependent on certain properties of the non-faulty cost functions.
Additional discussion on 2f -redundancy, and characterization of
fault-tolerance in the absence of 2f -redundancy, can be found in
our technical report [16].

Realizing 2f -redundancy: Although the 2f -redundancy prop-
erty may appear somewhat technical at this point, we note that, in
many practical applications, redundancy in cost functions occurs
naturally. Indeed, such redundancy is easily realized in practical
applications such as distributed sensing, and distributed learning
(or federated learning [18]). We discuss both distributed sensing
and learning briefly in Section 1.2. A detailed presentation of fault-
tolerance in these applications can be found in our technical re-
port [14].

System architecture: The contributions of this paper apply to
two different system architectures illustrated in Figure 1. In the
server-based architecture, the server is assumed to be trustworthy,
but up to f agents may be Byzantine faulty. The trusted server
helps solve the distributed optimization problem in coordination
with the agents. In the peer-to-peer architecture, the agents are
connected to each other by a complete network, and up to f of
these agents may be Byzantine faulty. Provided that f < n

3 , any
algorithm for the server-based architecture can be simulated in
the peer-to-peer system using the well-known Byzantine broadcast
primitive [20]. For simplicity of presentation, the rest of this paper
considers the server-based architecture.

Figure 1: The system architectures.

1.1 Summary of our contributions

We make the following two major contributions.
• An impossibility result:We show that aminimum point of
the sum of cost functions of non-faulty agents

∑
i ∈H Qi (w)

cannot be computed accurately by the non-faulty agents if
the non-faulty cost functions {Qi (w), i ∈ H} violate the
2f -redundancy property. This impossibility result is formally
presented in Section 3.

• A fault-tolerant distributed algorithm: We propose a
distributed optimization algorithm that allows the non-faulty
agents to compute a minimum point

w∗
H

∈ argmin
w

∑
i ∈H

Qi (w),

if the non-faulty cost functions have 2f -redundancy.
The key component of our algorithm is a gradient-filter
named comparative gradient clipping (CGC) that robustifies
the traditional gradient-descent method. In each iteration t ,
the trusted server maintains an estimatewt of the desired
minimum, and updates it iteratively using gradients sent by
the agents corresponding to their local cost functions atwt .
However, instead of using the received gradients directly,
the server applies the CGC filter on the gradients, and uses
the filtered gradients. In particular, the server sorts the n
gradients received from the n agents, and clips the gradients
with the f largest norms such that their norm equals the
(f + 1)-th largest norm among the n gradient norms (the
remaining n − f gradients are not altered). The estimatewt

is then updated along the direction opposite to the aggregate
of the resultant filtered gradients. The algorithm schematic
is shown in Figure 2, with more details in Section 4.

Unlike previously introduced applications of gradient clipping
(elaborated in Section 2) for solving other unrelated problems in
the gradient-descent method [24, 28], our CGC gradient-filter em-
ploys an adaptive threshold for clipping. Specifically, the clipping
threshold in our case is not a constant but varies depending upon
the magnitude of the non-faulty gradients. Section 2 discusses the
other work on gradient clipping.

Figure 2: Schematic of the algorithm.

1.2 Realizing 2f -Redundancy in Practice

In this section, we briefly discuss two applications where the nec-
essary property of 2f -redundancy can be realized quite naturally,
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namely, distributed sensing and distributed learning.

Distributed Sensing: As a simple example, consider the prob-
lem of correctly identifying an aircraft in the sky using images
taken from multiple cameras. Even if some number k of strategi-
cally placed cameras might suffice to identify the aircraft, redun-
dancy can be achieved by deploying more than k cameras. Appli-
cations of distributed sensing abound in cyber-physical systems
such as the power grid or unmanned mobile vehicles. In general,
sensors are deployed to measure state of the cyber-physical system
under observation, and redundancy is introduced to ensure robust-
ness [12, 22, 23]. Commonly, in these systems each agent (sensor)
makes some partial observations of the system’s state ω such that
the agents can collectively compute ω uniquely. Redundancy is
achieved by deploying more sensors than minimally necessary to
identify the system state correctly. In particular, suppose that each
agent i has a set ofmi observations, represented by (Xi , Yi ), where
Xi is anmi ×d matrix, andYi is ami -dimensional column vector. In
many systems, Xi and Yi are linearly related through the state ω as
Yi = Xiω. The goal then is to collectively determine ω. We define
the local cost function of each agent i as Qi (w) = ∥Yi − Xiw ∥2,
where ∥·∥ denotes the Euclidean norm. The agents’ observations
(i.e., (Xi , Yi )’s) collectively need to be sufficient to determine ω
uniquely – specifically, the matrix obtained by stacking Xi ’s of all
the agents needs to be full column rank [17]. When this property
holds and the agents are fault-free, then it is easy to show that ω
is the minimum of the aggregate of all the agents’ costs. That is,
ω = argminw

∑n
i=1Qi (w).

When some of the agents are Byzantine faulty, they may mali-
ciously provide incorrect information, which can make it difficult
to correctly determine the system’s state ω. Our results imply that
the correct state ω can be computed in the presence of Byzantine
faulty agents only if the non-faulty cost functions satisfy the 2f -
redundancy property. Equivalently, the state ω must be uniquely
determinable using observations of any n − 2f non-faulty agents.
A detailed presentation of fault-tolerance in distributed sensing,
including the case of noisy observations, can be found in our tech-
nical report [14].

Distributed Learning: In case of distributed learning, the goal
for the agents is to collectively compute a learning parameterw∗

that minimizes a global cost function Q(w), namely, the expected
loss incurred for a learning parameterw [5]. Specifically, suppose
for each data point z the loss function forw is denoted by ℓ(w ; z).
If the probability distribution of the data points is D then

Q(w) ≜ Ez∼D ℓ(w ; z)

where notation Ez∼D denotes the expectation with respect to the
random data point z. The goal is to determine a learning parameter
w∗ such thatw∗ ∈ argminw Q(w). A commonly used distributed
learning method relies on stochastic gradient descent (SGD) using
the server-based architecture [5]. In each iteration t , the server
maintains an estimatewt ofw∗ and sends its current estimate to
the agents. A non-faulty agent i samples a data point z ∼ D and
returns the stochastic gradient дti = ∇ℓ(wt ; z) to the server. The
server updateswt using the stochastic gradients received from all

the agents. However, if an agent is faulty then it may send arbitrary
vectors instead of the true stochastic gradients to prevent the server
from learningw∗, or worse, learn an incorrect parameter [1, 4, 9, 11].

In the above distributed learning setting the cost functions of
all the non-faulty agents are identical in expectation. Therefore,
2f -redundancy property holds trivially when f < n/2. However,
in this case the non-faulty agents send stochastic gradients of the
global cost function Q(w), instead of the full gradients ∇Q(wt ).
Nevertheless, the distributed algorithm presented in this paper can
guarantee fault-tolerance in the SGD-based distributed learning
framework, with minor modifications, provided that the stochastic
gradients satisfy the standard assumptions [5]. A detailed presenta-
tion of the modified algorithm and its fault-tolerance property can
be found in the appendix of our technical report [14].

2 OTHER RELATEDWORK

The prior work on fault-tolerance in multi-agent distributed op-
timization, such as Su and Vaidya, 2016 [30], and Sundaram and
Gharesifard, 2018 [33], only consider approximate fault-tolerance
where the agents compute a point that is an approximate mini-
mum of the non-faulty aggregate cost. For instance, Su and Vaidya,
2016 [30] proposed a distributed optimization algorithm that out-
puts a minimum of the non-uniformly weighted aggregate of the
non-faulty cost functions, instead of the actual uniformly weighted
aggregate. Moreover, these works only consider univariate cost
functions. In contrast to these works, we consider the more general
class of multivariate cost functions, and present results for mini-
mization of the actual aggregate cost of the non-faulty agents.

There is also some work on approximate fault-tolerance for mul-
tivariate cost functions [29, 32, 35]. However, each of these works
only consider degenerate cases of the distributed optimization prob-
lem presented above. To be specific, Su and Vaidya, 2016 [32] con-
sider a setting where the individual cost functions are assumed to
be linear combinations of a common set of basis functions. Yang and
Bajwa, 2017 [35] rely on the assumption that the individual cost
functions can be split into independent univariate strictly convex
functions. We do not make such assumptions on the cost functions,
and present tight results for computing the exact minimum (not an
approximation) of the non-faulty aggregate cost.

Su and Shahrampour, 2018 [29] consider the problem of fault-
tolerance for the case of distributed linear sensing, which, as we
have mentioned above, is a special case of distributed optimization.
The fault-tolerance guarantee of their proposed distributed algo-
rithm relies on an additional assumption, besides 2f -redundancy,
on the observations of non-faulty agents. In comparison to [29], we
consider the more general case of distributed optimization. When
applied to the special case of distributed linear sensing, our pre-
sented algorithm guarantees fault-tolerance if 2f -redundancy holds,
and the fraction of faulty agents f /n is smaller than a threshold
which is inversely proportional to the condition number, i.e., the
ratio between the maximum and the minimum singular values, of
the non-faulty observation matrix [14].
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Subsequent to the initial work on fault-tolerant distributed op-
timization by Su and Vaidya [30], the problem of fault-tolerance
in distributed learning has gained significant attention in recent
years [1, 2, 4, 8, 11, 34]. However, distributed learning is only a
special case of the more general distributed optimization prob-
lem that we consider. As elaborated in our technical report [14],
our algorithm (with minor modifications) can also guarantee fault-
tolerance in the case of distributed learning. Importantly, the com-
putational complexity of our proposed fault-tolerance mechanism,
i.e., the CGC gradient-filter, is O(n(d + logn)), which is signifi-
cantly lower than that of the fault-tolerance mechanisms proposed
in some of these prior works [1, 4, 8, 11]. Moreover, our algorithm
applies to more general distributed learning settings that satisfy
2f -redundancy.

Gradient clipping using static thresholds has been utilized in
the past for solving unrelated problems, such as controlling the
gradient explosion and the privacy-accuracy trade-offs in differential
privacy protocols, in the context of learning [24, 28]. We use gradi-
ent clipping for Byzantine fault-tolerance. Besides this difference in
the objectives, note that unlike the past works, we use a dynamic
(or adaptive) threshold for clipping the gradients. This difference is
important for the performance characteristics of our algorithm.

3 NECESSITY OF 2f -REDUNDANCY
The notion of ideal fault-tolerance is formalized by f -resilience
defined as follows:

Definition 2. [f -resilience] A distributed optimization algo-
rithm is f -resilient if it outputs a minimum of the aggregate cost of
all the non-faulty agents, despite the presence of up to f Byzantine
faulty agents.

Specifically, if B ⊂ {1, . . . , n} with |B| ≤ f denotes the set
of faulty agents, and H = {1, . . . ,n} \ B denotes the set of non-
faulty agents, then an f -resilient distributed optimization algorithm
outputs a point in the set

argmin
w

∑
i ∈H

Qi (w).

To prove the necessity of 2f -redundancy for achievability of
f -resilience, we assume that the non-faulty cost functions are dif-
ferentiable and convex. The necessary condition is formally stated
as follows.

Theorem 1. Suppose that the non-faulty cost functions are dif-
ferentiable and convex. There exists a deterministic f -resilient dis-
tributed optimization algorithm only if the non-faulty cost functions
satisfy the 2f -redundancy property.

3.1 Proof of Theorem 1

We assume that f > 0, since the proof is trivial for f = 0. We show
the necessity of 2f -redundancy property for f -resilience by assum-
ing the best-case scenario for the server where the agents send
complete information about their local cost functions. The faulty
agents may send arbitrary information. In general distributed set-
ting, the server may only have partial information about the agents’
local cost functions, and the faulty agents need not commit to well-
defined cost functions. Therefore, if there cannot exist an f -resilient

distributed optimization algorithm in this best-case scenario then
the same holds true for the general distributed setting. Let the cost
functions received by the server from the agents be {C1, . . . , Cn },
i.e., agent i sends cost function Ci . If agent i is non-faulty then
Ci = Qi , otherwise Ci may be an arbitrary differentiable and con-
vex function. Note that if a faulty agent sends a cost function that
is not differentiable or convex then the server can determine that
the agent is faulty, and eliminate it from the computation.

We will show that if there exists a deterministic distributed op-
timization algorithm that is f -resilient, i.e., it outputs a point that
minimizes the aggregate of non-faulty agents correctly, despite up
to f (Byzantine) faulty cost functions amongst the received cost
functions {C1, . . . , Cn }, then the cost functions of the non-faulty
agents satisfy the 2f -redundancy property.

The proof of the theorem relies on the following fundamental
lemma. The proof of Lemma 1 is presented in Appendix A.

Lemma 1. For every non-empty subset S of {1, . . . , n}, if⋂
i ∈S

argmin
w

Qi (w) , ∅

then
argmin

w

∑
i ∈S

Qi (w) =
⋂
i ∈S

argmin
w

Qi (w).

The remainder of the proof is divided into three parts.

Part I: In this part wewill show that if there exists a deterministic
f -resilient algorithm then for every non-empty set S ⊆ {1, . . . , n},⋂

i ∈S
argmin

w
Qi (w) = argmin

w

∑
i ∈S

Qi (w). (3)

Suppose that a deterministic optimization algorithm named Π
is f -resilient. As the identity of the Byzantine faulty agents is a
priori unknown to the sever, and the faulty cost functions are as-
sumed differentiable and convex, Π cannot distinguish between
the following two possibilities: (1) S1 = {1, . . . ,n − f } is the set
of non-faulty agents, and (2) S2 = {2, . . . ,n − f + 1} is the set of
non-faulty agents. As Π is a deterministic algorithm and the set of
cost functions {C1, . . . , Cn } is same in both cases, the output of Π
is same for both the cases. Specifically, ifw∗ denotes the output of
the algorithm Π then

w∗ ∈ argmin
w

∑
i ∈S1

Qi (w),

w∗ ∈ argmin
w

∑
i ∈S2

Qi (w)
(4)

As Qi ’s are differentiable, (4) implies that∑
i ∈S1

∇Qi (w
∗) = 0 =

∑
i ∈S2

∇Qi (w
∗), (5)

where 0 denotes the d-dimensional zero vector. As S1 \ {1} =
S2 \ {n − f + 1}, (5) implies that ∇Q1(w∗) = ∇Qn−f +1(w

∗). Using
similar arguments as above for other choices of sets S1 and S2 we
can show that

∇Qi (w
∗) = ∇Q j (w

∗) , ∀i, j ∈ {1, . . . , n}. (6)
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From substituting from (6) in (5) we obtain that

∇Qi (w
∗) = 0, ∀i ∈ {1, . . . , n}, (7)

AsQi ’s are convex functions, (7) implies thatw∗ ∈ argminw Qi (w)

for all i ∈ {1, . . . , n}. Equivalently,

w∗ ∈

n⋂
i=1

argmin
w

Qi (w). (8)

Consider an arbitrary non-empty subset S of {1, . . . , n}. The above,
i.e., (8), implies that the intersection

⋂
i ∈S argminw Qi (w) is non-

empty. Therefore, due to Lemma 1,⋂
i ∈S

argmin
w

Qi (w) = argmin
w

∑
i ∈S

Qi (w).

This proves (3).

Part II: Suppose that H denotes the set of non-faulty agents
in an execution of the algorithm Π. Recall that |H | ≥ n − f and
n > 2f . Let,

W∗ = argmin
w

∑
i ∈H

Qi (w). (9)

In this part, we will show that for every subsetT ⊂ H of size n−2f ,

W∗ =
⋂
i ∈T

argmin
w

Qi (w). (10)

From (3), we know that

W∗ =
⋂
i ∈H

argmin
w

Qi (w). (11)

Due to the non-expansion property of set intersection, for every
non-empty subset S ⊆ H ,

W∗ =
⋂
i ∈H

argmin
w

Qi (w) ⊆
⋂
i ∈S

argmin
w

Qi (w). (12)

Next, using contradiction, we will show the converse of (12) for an
arbitrary set Ŝ ⊂ H of size n − 2f .

Let Ŝ be an arbitrary subset ofH of size n − 2f . Note that, due
to (12), the set

⋂
i ∈Ŝ argminw Qi (w) is non-empty. Suppose that

there exists a point

ŵ ∈
⋂
i ∈Ŝ

argmin
w

Qi (w), such that ŵ <W∗.

Suppose that B is the set of Byzantine faulty agents such that
|B| = f and

B ⊂ {1, . . . , n} \ Ŝ .
Then, |H | = |{1, . . . , n} \ B| = n − f . For each j ∈ B, consider
a differentiable and convex cost function Cj that has a unique
minimum at ŵ ; thus,Cj does not minimize at any point inW∗. Let,

T1 = H , and T2 = Ŝ ∪ B.

Note that both sets T1 and T2 are of size n − f . Due to (11) and
Lemma 1, the aggregate of the cost functions of the agents in T1
minimizes only at points in W∗. On the other hand, the cost func-
tions of all the agents in the set T2 only minimize at ŵ < W∗.
Therefore, due to Lemma 1, the aggregate of the cost functions of
the agents in set T2 = Ŝ ∪ B only minimize at ŵ , and does not

minimize at any point inW∗.

Now, consider two possible executions: (1) T1 is the set of non-
faulty agents, and (2) T2 is the set of non-faulty agents. As all the
cost functions in both T1 and T2 are differentiable and convex, and
the identity of B is a priori unknown, Π cannot distinguish be-
tween these two executions. Being deterministic, the output of Π is
identical for both the executions. Suppose that Π outputs a point in
W∗, then the aggregate of the non-faulty agents T2 in the second
possible execution is not minimized. On the other hand, if Π out-
puts ŵ then the aggregate of the non-faulty agents T1 in the first
possible execution is not minimized. Therefore, the assumption that
Π is f -resilient, i.e., the output of Π minimizes the aggregate of the
non-faulty agents, is always violated in one of the two executions.

The above argument implies that there cannot exist a point
ŵ in the non-empty intersection

⋂
i ∈Ŝ argminw Qi (w) such that

ŵ <W∗. Equivalently,⋂
i ∈Ŝ

argmin
w

Qi (w) ⊆ W∗.

This, in conjunction with (12), implies that

W∗ =
⋂
i ∈Ŝ

argmin
w

Qi (w).

As Ŝ is an arbitrary subset of H with
���Ŝ ��� = n − 2f , the above

proves (10).

Part III: Recall the definition of W∗ from (9). In this last part,
we will show that (10) implies 2f -redundancy, i.e., for every set
S ⊆ H of size at least n − 2f ,

argmin
w

∑
i ∈S

Qi (w) =W∗. (13)

Consider an arbitrary set S ⊆ H with |S | ≥ n − 2f > 0. Recall
that, due to (12), the set

⋂
i ∈S argminw Qi (w) is non-empty. Due to

the non-expansion property of set intersection, for every set T ⊆ S
with |T | = n − 2f we obtain that

∅ ,
⋂
i ∈S

argmin
w

Qi (w) ⊆
⋂
i ∈T

argmin
w

Qi (w). (14)

Upon substituting from (10) in (14) we obtain that⋂
i ∈S

argmin
w

Qi (w) ⊆ W∗, ∀S ⊆ H , |S | ≥ n − 2f . (15)

From (12) and (15) we obtain that⋂
i ∈S

argmin
w

Qi (w) =W∗, ∀S ⊆ H , |S | ≥ n − 2f .

Finally, using Lemma 1 above proves (13). ■

4 PROPOSED ALGORITHM

In this section, we present our distributed optimization algorithm
and its fault-tolerance property under 2f -redundancy. For now, we
will assume the system to be synchronous. However, as elaborated
in Section 5, our algorithm, upon slight modifications, can also be
executed in a partially asynchronous system [3], without the fault-
tolerance property being affected. Details on the fault-tolerance
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property of our algorithm under relaxed 2f -redundancy and partial
asynchronism can be found in the technical report [14].

The algorithm is iterative. The server maintains an estimate of a
minimum point defined by (2), which is updated in each iteration of
the algorithm. The initial estimate, namedw0, is chosen arbitrarily
by the server from Rd . In iteration t ∈ {0, 1, . . .}, the server com-
putes estimatewt+1 using Steps S1 and S2 presented below. Please
refer Figure 2 for an overview of the algorithm.

In Step S1 below, the server obtains from the agents the gradients
of their local cost functions at wt . A Byzantine faulty agent may
send an arbitrary value as its gradient. In Step S2, to mitigate the
detrimental impact of such incorrect gradients, the algorithm uses
a filter to robustify the gradient aggregation step. In particular, as
presented in Equation (16) in the algorithm below, the gradients
with the largest f norms are clipped so that their norm equals the
norm of the (f + 1)-th largest gradient. The remaining gradients
remain unchanged. The resulting gradients are then accumulated
to obtain the update direction, which is then used to computewt+1

(Equation (17)). We refer to the method used in Step S2 for clipping
the largest f gradients as Comparative Gradient Clipping (CGC),
since the largest f gradients are clipped to a norm that is compara-
ble to the next largest gradient.

Steps performed in the t-th iteration, t ≥ 0 :

S1: The server requests from each agent the gradient of its local
cost function at the current estimate wt . Each non-faulty
agent i will then send to the server the gradient ∇Qi (w

t ),
whereas a faulty agent may send an incorrect arbitrary value
for the gradient.
The gradient received by the server from agent i is denoted
as дti . If no gradient is received from some agent i , then
agent i must be faulty (because the system is assumed to
be synchronous) – in this case, the server assumes a default
value of 0 vector for the missing gradient дti .

S2: CGC gradient filter: The server sorts the n received gradi-
ents as follows:дti1 ≤ . . . ≤ дtin−f  ≤ дtin−f +1 ≤ . . . ≤ дtin 
where, ∥·∥ denotes the Euclidean norm. Thus, the gradient
with the smallest norm, дti1 , is received from agent i1, and the
gradient with the largest norm,дtin , is received from agent in .

If
дtin−f  = 0, the algorithm terminates1 and outputs wt .

Otherwise, the server computes the “scaled” gradients, de-
noted by д̂tj , as

1An alternate, and perhaps more practical, finite-iteration stopping criterion for the
algorithm can be derived using the convergence result presented in Section 4.2.

д̂tj =



дtin−f дtj  дtj , j ∈ {in−f +1, . . . , in }

дtj , j ∈ {i1, . . . , in−f }

(16)

and updates its estimate,

wt+1 = wt − η
n∑
j=1

д̂tj (17)

Notation η denotes the (constant) step-size of positive value.

Complexity: The computation of the norm of then gradients takes
O(nd) time. Sorting of these norms takes additional O(n logn) time.
Hence, the time complexity of the CGC filter is O(n(d + logn)).

4.1 Assumptions

To derive the fault-tolerance property of the algorithm we make As-
sumptions 1- 4 stated below. For a given execution of our algorithm,
let the sets of faulty and non-faulty agents be denoted by B andH ,
respectively. Recall that |B| ≤ f and n − 2f > 0. Henceforth, we
write ‘minw ’ simply as ‘min’, unless otherwise stated.

Assumption 1 (synchronicity). We assume that the system
under consideration is synchronous.

Assumption 2 (convexity and differentiability). As-
sume that the non-faulty cost functions {Qi (w), i ∈ H} are dif-
ferentiable and convex. This implies that [7], for every i , the gradient
∇Qi (w) exists for all w ∈ Rd , and w∗ ∈ argminQi (w) if and only
if ∇Qi (w

∗) = 0.

Assumption 3 (Lipschitz continuous gradients). Assume
that there exists µ > 0 such that for every i ∈ H ,∇Qi (w) − ∇Qi (w

′)
 ≤ µ

w −w ′
 , ∀w, w ′ ∈ Rd .

Let,W∗ denote the set argminw
∑
i ∈H Qi (w). Convexity of the

non-faulty cost functions implies that the set W∗ is closed and
convex [7]. Therefore, the Euclidean projection of every point w
ontoW∗ exists and is unique [7]. Let [w]W∗ denote the projection
ofw onto W∗. Then,

[w]W∗ = argmin
x ∈W∗

∥x −w ∥ . (18)

Let Q(w) denote the average cost of the non-faulty agents, i.e.,

Q(w) =
1
|H |

∑
i ∈H

Qi (w) ∀w, (19)

where |·| denotes the size of a finite set.

Assumption 4 (relaxed strong convexity). Assume that
there exists λ > 0, such that〈

∇Q(w), w − [w]W∗

〉
≥ λ ∥w − [w]W∗ ∥2 , ∀w ∈ Rd .

It should be noted that whenW∗ is singleton, i.e., the minimum
of the aggregate of the non-faulty agents’ cost functions is unique,
then Assumption 4 implies that the average non-faulty cost function
Q(w) is strongly convex.



Fault-Tolerance in Distributed Optimization:
The Case of Redundancy PODC ’20, August 3–7, 2020, Virtual Event, Italy

4.2 Fault-Tolerance Property

We now present the correctness and the convergence of our algo-
rithm. For doing so, we introduce the following notation.

• Let α , defined as follows, denote the fault-tolerance margin.

α =
λ

3µ
−

f

n
. (20)

The algorithm is shown to be correct when α > 0, or equiva-
lently, f /n < λ/3µ.

• Let,

η = 6α/nµ, and (21)

ρ = 1 − (nµ)2 η (η − η) . (22)

As elaborated in Appendix B, under 2f -redundancy property
and Assumptions 2-4, if α > 0 and 0 < η < η then ρ ∈ [0, 1).

Theorem 2 below shows the correctness of our algorithm.

Theorem 2. Consider the algorithm presented in Section 4. Sup-
pose that the 2f -redundancy property and Assumptions 1-4 hold true.
If α > 0, and η ∈ (0, η) in (17), then

(i) ρ ∈ [0, 1), and
(ii)

wt − [wt ]W∗

2 ≤ ρt
w0 − [w0]W∗

2, for all t ≥ 0.

The proof of Theorem 2 is deferred to Appendix C.

Theorem 2 implies that sequence of estimates {wt } generated
by (17) converges linearly to a minimum of the non-faulty aggre-
gate cost

∑
i ∈H Qi (w). The rate of convergence is equal to ρ. Thus,

smaller is the value of ρ, faster is the convergence. We observe
below that the value of ρ reduces, i.e., the convergence speed im-
proves, as the fault-tolerance margin α increases.

From (22), note that ρ = 1+ (ηnµ)2 −ηη(nµ)2. Upon substituting
the value of η from (21) we obtain that

ρ = 1 + (ηnµ)2 − 6(ηnµ)α .

Therefore, as the value of α increases the value of ρ decreases, and
vice-versa.

5 PARTIAL ASYNCHRONISM

In this section, we present an extension of our algorithm presented
in Section 4 for the case when the systemmay be partially asynchro-
nous [3]. In this case, for an iteration, the server may not receive
gradients from all the agents in a timely manner. However, for a
partially asynchronous system it is assumed that the number of
iterations elapsed between two contiguous gradients received from
a non-faulty agent is bounded [3]. Our algorithm can be executed
in such a partially asynchronous system, with the following modi-
fications, without its fault-tolerance property getting affected.

In Step S1, upon sending the current estimate wt to all the
agents, if the server does not receive a gradient from an agent i in
a timely manner then, instead of marking i as faulty and using the
0 vector as its gradient, the server uses the most recent gradient
received from agent i . To be specific, for an iteration t and an agent
i , let si (t) denote the iteration in which the server received the most
recent gradient from agent i . Thus, si (t) = t if the server received

a gradient from agent i in iteration t , otherwise si (t) < t . For an
iteration t , if the server has not received any gradient from an agent
i in iterations {0, . . . , t} then the server assigns дti = 0. Else, the
server assigns дti = д

si (t )
i . Step S2 remains unchanged, except the

update rule (17) in which the constant step-size η is replaced by a
varying step-size ηt such that ηt > 0 for all t .

As elaborated in our technical report [14, Section 7.2], if the
sequence of step-sizes {ηt } satisfies the conditions:

∑∞
t=0 ηt = ∞

and
∑∞
t=0 η

2
t < ∞, then the algorithm presented in Section 4, with

the above modifications, converges asymptotically toW∗, provided
that the system is only partially asynchronous, i.e., for each non-
faulty agent i the difference t − si (t) is bounded for all t . Note that
step-size ηt = 1/(t + 1) satisfies the above conditions [27].

6 SUMMARY

This paper addresses the problem of fault-tolerance in distributed
multi-agent optimization. It is shown that the 2f -redundancy prop-
erty is necessary for ideal fault-tolerance in the presence of up to f
Byzantine faulty agents, i.e., f -resilience. An efficient distributed
optimization algorithm is proposed that guarantees f -resilience,
provided that the 2f -redundancy property holds true. The scope
of our algorithm is demonstrated through distributed sensing and
learning applications, which are special cases of distributed opti-
mization.

Details on fault-tolerance in the absence of 2f -redundancy are
presented in our technical report [16]. Also, our technical report [14]
presents extensions on the fault-tolerance property of our algorithm
under relaxed 2f -redundancy and partial asynchronism.
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A PROOF OF LEMMA 1

Consider an arbitrary non-empty set S ⊆ {1, . . . , n} such that⋂
i ∈S

argmin
w

Qi (w) , ∅.

Consider an arbitrary point w ′ in the set
⋂
i ∈S argminw Qi (w).

Thus, w ′ is a minimum of the cost functions of all the agents in
S , i.e., for every agent i ∈ S , Qi (w

′) ≤ Qi (w), ∀w . Therefore,∑
i ∈S Qi (w

′) ≤
∑
i ∈S Qi (w), ∀w . Equivalently,

w ′ ∈ argmin
w

∑
i ∈S

Qi (w). (23)

Recall thatw ′ is an arbitrary point in the set
⋂
i ∈S argminw Qi (w).

Thus, (23) implies that

∅ ,
⋂
i ∈S

argmin
w

Qi (w) ⊆ argmin
w

∑
i ∈S

Qi (w). (24)

We prove the converse of (24) using contradiction below.

Note that, due to (24), argminw
∑
i ∈S Qi (w) , ∅. Suppose that

there exists a pointw† ∈ argminw
∑
i ∈S Qi (w) such that

w† <
⋂
i ∈S

argmin
w

Qi (w) , ∅.

Thus, there exists i† ∈ S such that w† < argminw Qi† (w). There-
fore, for allw ′ ∈

⋂
i ∈S argminw Qi (w) ⊆ argminw Qi† (w),

Qi† (w
†) > Qi† (w

′). (25)

As Qi (w
†) ≥ Qi (w

′) for all w ′ ∈
⋂
i ∈S argminw Qi (w) and i ∈

S \ {i†}, (25) implies that for allw ′ ∈
⋂
i ∈S argminw Qi (w),∑

i ∈S
Qi (w

†) >
∑
i ∈S

Qi (w
′).

This contradicts the assumption that w† ∈ argminw
∑
i ∈S Qi (w).

Therefore,w† ∈
⋂
i ∈S argminw Qi (w) for all

w† ∈ argminw
∑
i ∈S Qi (w). Equivalently,

argmin
w

∑
i ∈S

Qi (w) ⊆
⋂
i ∈S

argmin
w

Qi (w). (26)

From (24) and (26),⋂
i ∈S

argmin
w

Qi (w) = argmin
w

∑
i ∈S

Qi (w) , ∅.

As S is an arbitrary non-empty subset of {1, . . . , n}, the above
proves the Lemma.

B BOUNDS ON THE VALUE OF ρ
In this appendix, we show that if Assumptions 2-4 and 2f -redundancy
property hold true, α > 0 and η < η then ρ ∈ [0, 1).

From Cauchy-Schwartz inequality,

⟨w − [w]W∗ , ∇Qi (w)⟩ ≤ ∥w − [w]W∗ ∥ ∥∇Qi (w)∥ , ∀i ∈ H , w .

Therefore,∑
i ∈H

⟨w − [w]W∗ , ∇Qi (w)⟩ ≤
∑
i ∈H

∥w − [w]W∗ ∥ ∥∇Qi (w)∥ .

(27)

If 2f -redundancy property holds true, then by Definition 1,

W∗ = argmin
w

∑
i ∈S

Qi (w), ∀S ⊆ H , |S | ≥ n − 2f . (28)

Convexity of Qi ’s, i.e., Assumption 2, trivially implies convexity of
the aggregate cost

∑
i ∈S Qi (w) for every non-empty set S . Recall
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that if 2f -redundancy property holds true then n > 2f . Thus, (28)
implies that∑

i ∈S
∇Qi (w

∗) = 0, ∀w∗ ∈ W∗, S ⊆ H , |S | ≥ n − 2f . (29)

From (29), it is easy to obtain that

∇Qi (w
∗) = 0, ∀w∗ ∈ W∗, ∀i ∈ H .

Therefore, due to Assumption 3, for all i ∈ H ,

∥∇Qi (w)∥ ≤ µ
w −w∗

 , ∀w ∈ Rd , w∗ ∈ W∗ (30)

As [w]W∗ ∈ W∗ for allw , substituting from (30) in (27) we obtain
that ∑

i ∈H

⟨w − [w]W∗ , ∇Qi (w)⟩ ≤
∑
i ∈H

µ ∥w − [w]W∗ ∥2

= |H | µ ∥w − [w]W∗ ∥2 . (31)

Now, due to Assumption 4,∑
i ∈H

⟨w − [w]W∗ , ∇Qi (w)⟩ ≥ |H | λ ∥w − [w]W∗ ∥2 . (32)

The inequalities (31) and (32) imply that λ ≤ µ.

As a result of the above observation, we obtain the following
bound on the value of the fault-tolerance margin α (defined in (20)).

α =
λ

3µ
−

f

n
≤

λ

3µ
≤

1
3
. (33)

Now, from (22), ρ = 1 − (nµ)2 η (η − η) where, from (21), η =
6α/nµ. As 0 < η < η, there exists δ ∈ (0, η) such that η = η − δ .
From substituting this in the expression for ρ, we obtain that

ρ = 1 − (nµ)2 (η − δ )δ . (34)

Note that

(η − δ )δ =

(
η

2

)2
−

(
δ −

η

2

)2
.

Substituting the above in (34) implies that

ρ = 1−(nµ)2
[(
η

2

)2
−

(
δ −

η

2

)2]
= (nµ)2

(
δ −

η

2

)2
+1−(nµ)2

(
η

2

)2
.

Therefore, theminimum value of ρ is equal to 1−(nµ)2 (η/2)2, which
is obtained when δ = η/2. Also, as δ > 0, (δ − (η/2))2 < (η/2)2, and
therefore, ρ < 1. Recall that δ ∈ (0, η). Thus,

1 − (nµ)2
(
η

2

)2
≤ ρ < 1. (35)

Substituting η = 6α/nµ in (35) implies that ρ ∈ [1 − 9α2, 1). There-
fore, as α ≤ 1/3 (see (33)), ρ ∈ [0, 1).

C PROOF OF THEOREM 2

Part (i), i.e., ρ ∈ [0, 1), is proved in Appendix B. Now we prove part
(ii) of the theorem. Define gt =

∑n
j=1 д̂

t
j . Recall, from (17), that

wt+1 = wt − η · gt , ∀t ≥ 0. (36)

Let [wt ]W∗ be the Euclidean projection of wt onto W∗ for all t .
From (18), note that ∥w − [w]W∗ ∥ ≤ ∥w −w ′∥ , ∀w ∈ Rd , w ′ ∈

W∗. Therefore,wt+1 − [wt+1]W∗

 ≤ wt+1 − [wt ]W∗

 .
Upon substitution from (36) above we obtain thatwt+1 − [wt+1]W∗

2 ≤
wt − η gt − [wt ]W∗

2
=
wt − [wt ]W∗

2 − 2η
〈
wt − [wt ]W∗ , gt

〉
+ η2

gt 2 . (37)

Recall that, for each t ,дti1 ≤ . . . ≤ дtin−f  ≤ дtin−f +1 ≤ . . . ≤ дtin 
and,

д̂tj =



дtin−f дtj  дtj , j ∈ {in−f +1, . . . , in }

дtj , j ∈ {i1, . . . , in−f }

Therefore, д̂tj  ≤ дtin−f  , ∀j ∈ {1, . . . , n}, t ≥ 0 (38)

Note that, as there are at most f Byzantine faulty agents, for each
t there exists σt ∈ H such thatдtin−f  ≤ дtσt  (39)

As дti = ∇Qi (w
t ), ∀i ∈ H , substituting from (39) in (38) we obtain

that д̂tj  ≤ ∇Qσt (w
t )
 , ∀j ∈ {1, . . . , n}, t ≥ 0 (40)

Substituting from (30) in (40) we obtain thatд̂tj  ≤ µ
wt − [wt ]W∗

 , ∀j ∈ {1, . . . , n}, t ≥ 0 (41)

Recall that gt =
∑n
j=1 д̂

t
j . Due to triangle inequality,

gt  ≤ ∑n
j=1

д̂tj .
This observation, in conjunction with (41), implies thatgt  ≤ nµ

wt − [wt ]W∗

 . (42)

Substituting from (42) in (37) we obtain thatwt+1 − [wt+1]W∗

2 ≤
wt − [wt ]W∗

2 − 2η
〈
wt − [wt ]W∗ , gt

〉
+ η2n2µ2

wt − [wt ]W∗

2 . (43)

Now, we define

ϕt =
〈
wt − [wt ]W∗ , gt

〉
. (44)

As there are at most f Byzantine faulty agents, for each iteration t
there exists a setH t

1 ⊂ H such that

H t
1 ⊂ {i1, . . . , in−f },

��H t
1
�� = n − 2f . (45)

Therefore,

ϕt =
∑
j ∈Ht

1

〈
wt − [wt ]W∗ , ∇Q j (w

t )
〉
+

∑
k ∈{1, ...,n }\Ht

1

〈
wt −w∗, д̂tk

〉
.
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LetH t
2 = H \ H t

1 . Note that {1, . . . ,n} \ H
t
1 = H t

2 ∪ B. Thus,

ϕt =
∑
j ∈Ht

1

〈
wt − [wt ]W∗ , ∇Q j (w

t )
〉

+
∑
j ∈Ht

2

〈
wt − [wt ]W∗ , д̂tj

〉
+

∑
k ∈B

〈
wt − [wt ]W∗ , д̂tk

〉
. (46)

Let

α tj = min
1,

дtin−f дtj 
 .

Recall that дt = ∇Q j (w
t ) for all j ∈ H . Now, upon substituting

д̂tj = α tj д
t
j for all j ∈ H t

2 in (46) we obtain that

ϕt =
∑
j ∈Ht

1

〈
wt − [wt ]W∗ , ∇Q j (w

t )
〉
+

∑
k ∈B

〈
wt − [wt ]W∗ , д̂tk

〉
+

∑
j ∈Ht

2

α tj
〈
wt − [wt ]W∗ , ∇Q j (w

t )
〉
. (47)

Recall that, due to Assumption 2,Q j (w) is differentiable and convex
for all j ∈ H . This implies that [7]〈

wt − [wt ]W∗ , ∇Q j (w
t )
〉
≥ 0, ∀j ∈ H . (48)

Recall that α tj ≥ 0, ∀j . Substituting from (48) in (47) we obtain that

ϕt ≥
∑
j ∈Ht

1

〈
wt − [wt ]W∗ , ∇Q j (w

t )
〉
+

∑
k ∈B

〈
wt − [wt ]W∗ , д̂tk

〉
.

(49)

Due to Cauchy-Schwartz inequality,〈
wt − [wt ]W∗ , д̂tk

〉
≥ −

wt − [wt ]W∗

 д̂tk  , ∀k ∈ B.

Substituting from (41) above we obtain that〈
wt − [wt ]W∗ , д̂tk

〉
≥ −µ

wt − [wt ]W∗

2 , ∀k ∈ B. (50)

Recall that |B| ≤ f . Substituting from (50) in (49) we obtain that

ϕt ≥
∑
j ∈Ht

1

〈
wt − [wt ]W∗ , ∇Q j (w

t )
〉
− f µ

wt − [wt ]W∗

2 .
(51)

Now, due to Assumption 4,∑
j ∈H

〈
wt − [wt ]W∗ , ∇Q j (w

t )
〉
≥ |H | λ

wt − [wt ]W∗

2 .
Recall thatH = H t

1 ∪H t
2 . The above inequality implies that∑

j ∈Ht
1

〈
wt − [wt ]W∗ , ∇Q j (w

t )
〉
≥ |H | λ

wt − [wt ]W∗

2
−

∑
j ∈Ht

2

〈
wt − [wt ]W∗ , ∇Q j (w

t )
〉
. (52)

Due to Cauchy-Schwartz inequality,〈
wt − [wt ]W∗ , ∇Q j (w

t )
〉
≤
wt − [wt ]W∗

 ∇Q j (w
t )
 , ∀j ∈ H .

Substituting from (30) above we obtain that〈
wt − [wt ]W∗ , ∇Q j (w

t )
〉
≤ µ

wt − [wt ]W∗

2 , ∀j ∈ H . (53)

Recall that
��H t

1
�� = n − 2f , and H t

2 = H \ H t
1 . Thus,

��H t
2
�� =

|H | − (n − 2f ). This together with (53) implies that∑
j ∈Ht

2

〈
wt − [wt ]W∗ , ∇Q j (w

t )
〉
≤

(|H | − (n − 2f )) µ
wt − [wt ]W∗

2 . (54)

Substituting from (54) in (52) we obtain that∑
j ∈Ht

1

〈
wt − [wt ]W∗ , ∇Q j (w

t )
〉
≥

(|H | (λ − µ) + (n − 2f )µ)
wt − [wt ]W∗

2 . (55)

In Appendix B, we have shown that 2f -redundancy and Assump-
tions 2- 4 imply that λ − µ ≤ 0. As |H | ≤ n, this implies that
|H | (λ − µ) ≥ n(λ − µ). Substituting this in (55) implies that∑
j ∈Ht

1

〈
wt − [wt ]W∗ , ∇Q j (w

t )
〉
≥ (nλ − 2µ f )

wt − [wt ]W∗

2 .
Upon substituting the above in (51) we obtain that

ϕt ≥ (nλ − 3µ f )
wt − [wt ]W∗

2 . (56)

Recall the definition of ϕt from (44). Thus, substituting from (56)
in (43) we obtain thatwt+1 − [wt+1]W∗

2 ≤
wt − [wt ]W∗

2
− 2η (nλ − 3µ f )

wt − [wt ]W∗

2 + η2n2µ2 wt − [wt ]W∗

2
That is, for all t ,wt+1 − [wt+1]W∗

2 ≤(
1 − 2η (nλ − 3µ f ) + η2n2µ2

) wt − [wt ]W∗

2 . (57)

Recall, from (20), that nλ − 3µ f = 3nµ α . From substituting this
in (57) we obtain that, for all t ,wt+1 − [wt+1]W∗

2 ≤

(
1 − 6η(nµ)α + η2(nµ)2

) wt − [wt ]W∗

2 .
(58)

Note that

1 − 6η(nµ)α + η2(nµ)2 = 1 − (nµ)2η

(
6α
nµ

− η

)
. (59)

Upon substituting from (21), η = (6α/nµ), in (59) we obtain that

1 − 6η(nµ)α + η2(nµ)2 = 1 − (nµ)2η (η − η) (60)

Substituting ρ from (22) in (60) we obtain that 1 − 6η(nµ)α +
η2(nµ)2 = ρ. From substituting this in (58) we obtain thatwt+1 − [wt+1]W∗

2 ≤ ρ
wt − [wt ]W∗

2 , ∀t .
Reasoning by induction, the above proves part (ii) of the theorem.

Note that the algorithm terminates at iteration t if
дtin−f  = 0.

We now show that if
дtin−f  = 0 thenwt ∈ W∗. Recall that there

exists a subsetH t
1 ofH of sizen−2f such thatH t

1 ⊂ {i1, . . . , in−f }.

If
дtin−f  = 0 then

дtj  = 0, ∀j ∈ H t
1 . This implies that дtj =

∇Q j (w
t ) = 0, ∀j ∈ H t

1 . Therefore,
∑
j ∈Ht

1
∇Q j (w

t ) = 0. Due
to Assumption 2, this implies thatwt ∈ argminw

∑
j ∈Ht

1
∇Q j (w).

Thus, due to 2f -redundancy (see Definition 1),wt ∈ W∗.
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